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igital Education is an organization to support knowledge and ICT
for Chiang Mai Rajabhat University students, lecturers, staffs and in-
d people. We provide ICT training program from basic to advance
ttempt to create ICT competency to reach international standard.

202 Chang Puak road., Tambon Chang Puak
Maung, Chiangmai 50300
Tel 0-5388-5924 | Fax 0-5388-5924

www.digital.cmru.ac.th
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laindndsiudan 9 viennillvaalidilid Crack vieumanaudany
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Aqag19lusunsy Antivirus Nllealynuludagiu

TOP PICKS

BEST FOR BEST FOR TECHIES

< *NOD32 Antivirus

ESET NOD32 Antivirus earns good
scores in our tests and great
scores in lab tests, and it offers
bonus components that go way
beyond the basics,

Read ESET NOD32 Antivirus Review

BEST FOR BEST FOR SINGLE PC
PROTECTION

D) TRE

Trend Micro Antivirus+
Security

In addition to malware protection
for a single Windows computer,
Trend Micro Antivirus+ Security
offers layered protection against
ransomware, a firewall booster,
protection for online banking, and
maore,

Read Trend Micro Antivirus+ Securit

‘Www.

Review

f208191Usunsy Malwarebyte

¥ Seanner

Threat Scan results

®Malwarebytes

0880

Malwarebytes Premium

Malwarebytes Premium now
functions as a full-blown antivirus

and not just second-line protection,

as it did previously. It earns
excellent scores in some of our
hands-on tests, but still doesn't
rate well with the independent
testing labs.

Read Malwarebytes Premium Review

BEST FOR THRIFTY USERS

SOPHOS HOME

(1 1] Je]

Sophos Home Premium

The affordable Sophos Home
Premium expands on basic
antivirus with protection forged in
the company's enterprise-level
products, including a new remote
management app. However, the
advanced features may be too
complex for some users.

Read Sophos Home Premium Review

Adtivate ligense

BEST FOR BEST FOR NO-FRILLS
PROTECTION

[T T Tl
F-Secure Anti-Virus >

F-Secure Anti-Virus's advanced
network protection and DeepGuard
behavior-based detection system
make it a powerful malware fighter,
but its ransomware protection
stumbled in our testing.

Read F-Secure Anti-Virus (2017) Review

AalwEreby1es | Tral

M Scan complets
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= FortiGate 1500D  CMRU-Firewall

Favorites © Add Filter
@ Dashboard

. Date/Time X Source Destination Result
% Security Fabric
i~ FortiView 202206/03. 063023 10.9.16.26 8 179.60.194.20 (graph-videor... v 106kB/402B  Routing ToWAN Trd
f Network
& System 2021/05/0106:30:29 10.9.9.123 s 208.65.204.203 © Deny: policyvio.. Deny SMB-455To
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ffie
Suifter ratc 2021/05/01 06:30:29 10.10.10.32 1.111.139.148 © Deny: policy vio.. Deny SMB-455 ToV
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AntiVirus
Web Filter
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Application Control
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Intrusion Prevention
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2021/05/01 06:30:29 10.9.9.123 Wi 198.186.240.218 © Deny: policy vio.. Deny SMB-455To
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Acer UsEMdndlvaiuisasnisaeuianasgnlanfiaae REvil ransomware Tnadinasisenanlaiuduugs
Ngawinfaediun # 50 a1uneaans

Happy Blog  Auction mew) : o Search 7 .

Acer Inc.

To decrypt your files you need to
by e special softwaie - General
Decryplor

General-Decryptor price
e price i for all PCs of your infected nebwe
You have ays, 1¢ :2¢ Current price

Aftertime ends
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Lﬂ’%’lm Windows Server gn Ransomware Taudlud 2020

AWVALAAIN

1. w3edlailévinis Update Patch

2. ANI1ALYNIENIUNI Remote Desktop

3. fdnwauzYenIs Share Drive AalgsWaLRgaiuiy Remote Desktop
4. TWuN3u Antivirus uaang

Bnsudla

1. Restore Backup Judngmneuftargnlasftusnlds
2. Update Patch 983 Windows Ti8uilaqiu

3. fimalusunsa Antivirus, Malwarebyte

4. 9av Firewall Policy ’Lmﬂﬁ%’mmmnﬁu

nssiAne 3een1stasnunsisendlagudeyaainanvgyanssalewas. -

Home Share View

- 1 » ThisPC » Local Disk (C) » Web » |

¢ Favorites Narae
B Deskiop | idSa7pdSdh].[hmrecovery@yakuzacrypt.com].01 jpgteslareng
4 Downloads || id[5a7pdSdh].[hmrecovery@yakuzacrypt.com].02jpg.teslarvng
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& Downloads | idSa7pdsdh].[hmrecovery@yakuzacrypt.com].08,pg.teslarvng
W Music || id[5a7pdSdh].[hmrecovery@yakuzacrypt.com].08,jpg.teslarvng
&1 Pictures | idSa7pdSdh].[hmrecovery@yakuzacrypt.com]. 10, pgiteslaring
& Videos || id[Sa7pdSdh].[hmrecovery@yakuzacrypt.com]. 11 pg.teslarg
., Local Disk (C3) | idSa7pdSdh][hmrecovery@yakuzacrypt.com].1 2jpg.teslarng
_| idSa7pdsdh].[hmrecovery@yakuzacrypt.com].13jpg.teslarvng
‘E‘l-l Network | id[5a7pdSdh].[hmrecovery@yakuzacrypt.com].14,jpg.teslarvng
| id5a7pdsdh].[hmrecovery@yakuzacrypt.com]. 5 pg.teslarvng
. id[Sa7pdSdh].[hmrecovery@yakuzacrypt.com].h1,jpg teslarvng
|| id[Sa7pdSdh].[hmrecovery@yakuzacrypt.coml.h2 jpg teslanng

-] teslarvng
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A1LRLARIN

1. 1309 Server lilgvihnis Update Patch

2. wgnudIutedlnives PHP Version 11 ag Server dn1siUalwsu CGl Wum1e PHP Script
3. savesiuladanunsamamnladieunniuly wu “cmrul234”, “tak1234”, “aaaabbbb”

4. Wsunsun1en PHP Ssnaidu Version 11 5.xx

5. Sulalaill ssL iflesnlaisessu

Bnsudly

1. Update Patch w4 OS lilnsiangn

2. auldfinasdoii

3. fmupansnsidndsluusiay Folder Timngay

4. Wabuswarunnegns saru Root, MySQL, FTP Tnatfiueuennvesindnusidhly _

5. wuztly admin Aquaiiulediugheluléuins Server il PHP Version Tl uazsesdu S5 7.0«

nssiAne 3een1stasnunsisendlagudeyaainanvgyanssalewas. -

A Y 2 X [H
Ga [/domains IEG—S . bic_html/

" | Flename Size | Date | Pemissions
: pamphlet 01/04/21 15: drwrarx
+ bsiwidfw 01/04/21 16:07  drwxraxrx
+ EnpxyvbuTmf 01704721 16: drwxrarx
+ Cafmvg Xyfykvip 01/04/21 16: drwnerarx
: PythzuuhZzvit 01/04/21 drwnrarx
+ zwisnmwomwhxyuy 01/04/21 18: drwoer-xrx
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89 Run Command o l4a399 Server 114m5€qm Bitcoin

Apr28 0:00 sh -c ./xmrig -a cryptonight -o stratum-+tcp://xmr.pool.minergate.com:45700 -u castorforelli42@gmail.com
Apr28 167726:32 ./xmrig -a cryptonight -o stratum-+tcp}//xmr.pool.minergate.com:45700 -u castorforelli42@gmail.com -g
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BB roveftin 00252021-01.72

File Commands Tools Favorites Options Help

@E0me \o® @

Extract To  Test View Delete Find Wizard Info VirusScan

ip archive, unpacked size 1,247,744 bytes

Packed

0 0 Application
1,247,744 543417 Application

\' fragrelnaaumsIe

Medified

2021-01-25 20:12
2021-01-25 07:29

£ b s iReallyHost.com
HNAIAEMIE .exe , .Lin , .reg
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ADOBE / GRAPHICS & DESIGN / WINDOWS

Adobe Photoshop 2021v22.4.1.211
Pre-Activated

20th May 2021 - by FileWomen - 145 Comments.

Adobe Photoshop CC Overview Free download
Adobe Photoshop contains the most advanced
tools for working with images...

READ MORE

Download is ready
Click the button below to start.

& Download Now &

Type: Compressed (zipped) Folder
Size: 1.79 MB
adobe-phot Date modified: 27/5/2564 %:28
plSglFAISGAgEU
SBcAEgh).zip




Ransomware protection

Protect your files against threats like ransomware, and see how to restore
files in case of an attack

Controlled folder access ﬂqi{]aq{fu RansomWare

and memory areas on your device from unauthorized
ndly applications.

3. 35U99NU Ransomware Va4

Windows 10 faan1stidanendu
QJ -V} = 1 1
Ransomware data recovery \ . 1 1’JsaLi_f1ﬂ’]1§]

likeyoy®@msn.com
Free account with individual file recovery.

OneDrive - Chiang Mai Rajabhat University
charoon_but@cmru.acth
Premium account with recovery using Files restore.

A1suAly Ransomware
1. AANISLYIBUABNULASDUIENUN

3AYDY Ransomware LiNan1suALY



Visio 9 190 Weidnet 2/19/20
Project E-learning.RAR.acfmceb

Uil 1 Intelligence E-learning.DOCacfmeeb 8/

uwii 2 Intelligence E-learning.DOC.acfmceb

uwii 3 Intelligence E-learning.D@

Your documents, photos, databases and other important files have been encrypted with strongest

i 4 |ﬂ‘tE‘"igEﬂ ce E = I edrm i n gD ! encryption and unique key, generated for this computer.

¥ o L Private decryption key is stored on a secret Internet server and nobody can decrypt your files until
ﬁuﬁi—‘l ﬂiﬂi{"a FIE. DDC'a Cfm CEb you pay and obtain the private key.

If you see the main locker window, follow the instructions on the locker. Overwise, it's seems that
you or your antivirus deleted the locker program. Now you have the last chance to decrypt your files.

Open http:/ / 40ocjd3ubbxq6ykw?7 .onion.cab or http://4ocjd3ubbxq6ykw?7.tor2web.org in your
browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:
1. Download Tor Browser from http:/ /torproject.org/

2. In the Tor Browser open the http:/ / 4ocjd3ubbxq6ykw7.onion/
Note that this server is available via Tor Browser only. Retry in 1 hour if site is not reachable.

Write in the following public key in the input form on server. Avoid missprints.
5 -

EH R—-4A! Qn L \ R(
Follow the instructions on the server.

These instructions are also saved to file named DecryptAllFiles.txt in Documents folder. You can
open it and use copy-paste for address and key.

Google CTB-Locker x = Y

https://www.pcrisk.com » removal-guides ~ wilawii

How to remove CTB-Locker Ransomware [Updated] - virus ...

6 &.m. 2563 — What is "Your personal files are encrypted by CTB-Locker'? CTB-Locker
ransomware virus infiltrates operating systems via infected email ...

Threat Type: Ransomware, Crypto Virus, File... Malware Removal (Windows): To eliminat.
Name: CTB-Locker virus

Description - Removal - Isolating the infected device. - Identifying the ransomware...

https://news.sophos.com » 2015/12/31 > .. v ulau spread throughout the entire local network. For this reason, it is very important to isolate the infected device
The current state of ransomware: C (computer) as soon as possible.

31 5.A. 2558 — CTB-Locker is a ransomware variar Step 1: Disconnect from the internet.

before demanding a ransom be paid to decrypt the {

The easiest way to disconnect a computer from the internet is to unplug the Ethernet cable from the motherboard,
https://th.k2rx.com > how-remove-ctb-locker-encrypt however, some devices are connected via a wireless network and for some users (especially those who are not
58n15; au'l%¥an s swiaauuay CTE particularly tech-savvy), disconnecting cables may seem troublesome. Therefore, you can also disconnect the system
manually via Control Panel:

CTB-Locker 1ilu ransomware viaanuuwanuiadunur

Navigate to the "Control Panel", click the search bar in the upper-right corner of the screen, enter "Network and
Sharing Center" and select search result:

<l Network and Sharing Center - Control Panel = a X

« v /n [EH > Control Panel > v O Network and Sharing Center X

MM Network and Sharing Center

=

eSearch Windows Help al pport for "Network and Sharing Center"
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SSD sutHL d:s:uulUavriu Ransomware wa:mslosnssudipyaluch

Update : 21 May 2021
View : 17,436

Cigent Secure SSD Technical Specifications

NVMe Internal or External SSD
® 480GB

* 1TB
e JTB

Cigent D3E
e Lifetime D’E software license

Operating System Support
® Microsoft Windows® 7, 8,and 10

Compliance
* HIPAA

* GLBA

& NIST 800-88

Specs
® Interface: PCle Gen3x4 NVMe 1.3

® Form factor: M2 2280-D3

® Operating temperature: 0° to 70° C

* Non-operating temperature: -40° to -85° C

® NAND Flash: 3D TLC

® TCG Opal 2.0

® Remotely upgradeable firmware

e USB adapter and cable (USB 3.0/USB-C) (external drive only)

® Warranty: 12-months hardware warranty
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